Creating a research poster



December 10 Poster Fair

 During class in 4" floor Gates lobby

« 32x40 inch foam core boards, 9x12 inch
construction papet, glue sticks, and thumb

tacks will be made available

— You can get them from Tiffany Todd
ttodd@cs.cmu.edu in Wean 4114

* Present your preliminary project results and
get feedback you can use as you finish your

Paper




Creating a research poster

* Any word processor, drawing, or page design software will
work

— PowerPoint is well-suited for making posters

« Design poster as single panel or modular units

— Single panel posters

» Have a professional look (if well designed)

» Should be printed on large format printers (SCS has one for student
use, requires SCS account but TA can print for you if you plan ahead)

» Other large printers on campus or local copy shops — some can also
print on fabric

— Modular units

» Easier to design and transport
» Print on letter paper (optionally, mounted on construction paper)



Research poster content

Don’t try to present your whole paper

— Convey the big picture
— Don’t expect people to spend more than 3-5 minutes reading your poster
— 500 words, maximum (can be a lot shorter!)

* Introduce problem, your approach, and results
* Provide necessary background or glossary

« A picture is worth 1000 words
— Graphs, diagrams, etc.

« Use bullets and sentence fragments, similar to making slides

« Don’t forget to include title and author



Research poster design

« Use a large, easy-to-read font

— Most text should be at least 20 point font, >36
point font is even better

— No text less than 14 point font
— Headings should be larger and in bold

» Use color consistently

* Arrange elements for a sensible visual flow



Presenting your research poster

* Be prepared to give a 1-minute overview of your
poster and answer guestions

* et people read your poster without interrupting
them

« Consider bringing a laptop if you have software to
demo or a video to show

« Consider making handouts available with abstract,
web URL for obtaining your paper, and your
contact information






Goals

-Facilitating Usable Privacy Policy Project
(usableprivacy.org) affiliated by:

‘\*';"'“‘-“' STANFORD
University

-Identifying key policy features from Retail
and News Entertainment sectors

- Extracting different types of information
collected and their sharing targets for each
sector

News Entertainment
14 News Websites:
4 from top ten broadcast media
3 political websites
3 business websites
4 personal finance websites

senec RNE ON BEE @

® EXTRID TIME 888 cise

St @ Good Fouseieeg®y - Ehe New JJork Times
WALL STREET MUENAL PARADE @NEWS © Smithsonian

Retail Sector W

15 Retail Websn.es Xy
4 popular online stores o
3 not so popular stores
2 each Health foods & Kid stores
2 each Electronic & Home goods

1

."—'
Towards Information Extraction
From Natural
Language Privacy Policies In Retail &
News Sectors

Aditya Marella
Dilek Yuksel Civelek
Poster Fak - Decamber §

Methodology

-Identify key features in each sector
- Build questionnaire to reflect key features

- Determine what each privacy policy says
about each feature

- Collect terms used for information types,
categories & sources; usage types; sharing
targets

-Identify any patterns or anomalies in the
privacy policies

' ;
Key Features

- News Entertainment
- Services other just offering news?
= Share behavioral data with other third parties?
- Collection and usage of Social media data incase the

user connects to the website using social media
services

+ Online Retail

- Collection & Sharing of sensitive information (creda
card, credit history)

« Restrictions on sharing target's privacy policies
+ Use of SSL whie transferring sensitive information
+ Opt-out choices w.r.t advertising and promotional emalls

W= NS e e e
Questionnaire

22 Questions for News Entertainment
Sector

- 18 Questions for Retail Sector

- The questions are designed to be
answered as:

a) Yes

b) No

c) Not clear from the policy

d) Policy does not answer the question

RS T T ST RS Al
Results: News Entertainment
«News websites not limited to “news”, 100%
of the samples sell product and services,
offer interactive services. ..

- If registered, all of them collect contact
information

«72.8 % collect current location of a user

+92% use cookies, beacons or other
tracking technologies

- 78% use (OBA) to deliver targeted
advertising

Results: Online Retail

- Contact Information
- all of them collect contact information and
. 70% share for purposes other than provisicning

core services,

«Financial Information
. all of them collect credit card information and
. 20% collect credit history information

. SSL 50% protect personal information; 30%
protect only sensitive information; 20% do not
mention SSL

L ———.

1‘. I :l.."
4
Results: collection of terms

. Persenal Information: name, address, phone, emad, age,
dob, credit card informaticn, soclal security number,
personal descnption, photograph, loctb_gn. dm'neo- d

identifier, purch information, p

etc ;
- Behavioral Information purchn&‘mspo.ly. pﬂ_)lduch
viewed, preducts hed

response-times, download-errors, viewing-du Y
scrolis, mouse-overs, page-view-information, search-term,
search-result, paid-listings, etc
« Technical Information: IP, oomoum browser, version,
timezone, plugin-types, plugin-versions, OS, platform, etc
. Full spreacsheet is available on request

__—J‘ waitiaab 2



web Application for Searching and Comparing
Financial Companies' Privacy Practices

Gabriel Moreno
gabneimics omu edu

Limitations of Existing Tools

» Compare things other than privacy policies

consumer products
* Exampies: pricegrabber.com, shopper.com
for banks: offered senvices, financial strength indicators

auto, homeowner's)

» Example; pevacyscone. com

Overview

= Comparing the privacy policies of financial institutions
iS a ime-consuming task for consumers
No centralized place 1o find the policies
« This web application allows users to
Look at policies
~ Search for institutions with specific privacy practices and
other criteria
~ Compare privacy practices of multiple institutions side-by-
sile

Motivation

* The Federal Trade Commission (FTC)
envisioned that privacy notices would enable
C etition in a market where privacy practices
would be part of the consumer's decision

. (;qnsu'ners are expected to comparison shop on
privacy policies to protect their privacy.

* Doing this comparison puts too much burden on
consumers

It is time-consuming task

Standard Privacy Notice for
Financial Institutions

Current Burden on Consumers

+ obtain prvacy notices from the d®erent
wd then compare them

ancial inssoution with

+1 obtain all the privacy notices

Go one by one 1o select hose

g

Use Cases Supported by this Web



~ Research Questions

. What are the similarities or differences
between the privacy policies of top US
and Turkish wireless communications

companies?

« Can these similarities or differences be

. attributed to the country wide or sector

‘specific privacy laws or regulations y
4

place in each country?

Title Version | Certifi Acuem
cation? | tation? |7

TRUSTe B8BOnl +
oe

Wireless  Policy

ATAT  Privacy English, TRUSTe - 5 15
Wireless Policy Spanish

Sprint  Privacy English, - - AQ 3

Fair Information Verizon  ATAY Sprint | T-Mobile
Practices Nextel | (DT)
Implementation

Colecticn Umitatica
Use Umitation
Data Quality.

Purpose
Specification

Privacy Policy Analysis in
: the Electronic
k Communications Sector

Why the Electronic
Communications Sector?

|
’r + 220,000 subscribers in US:
69,000 subscribers in Turkey?

« Sectoral business operations are highly
data intensive; collect, process and store
huge amounts of personal data

I » Sector-specific privacy regulations are in
{8 place in both countries

|

Q3 Mot

Primary Motivation

“to generate valuable input to the Usable
Privacy Policy Project*”

*Aims to "semi-automatically extract key privacy policy
features from na | language website privacy policies
and present e features to users in an easy-to-
digest format that enables them to make more

Informed privacy decisions as they Interact with
different websites” (usa leprivacy.org)
i
g
- B

ﬁ_ -t
Metada on Privacy Policies (TR)}

Title Version Certifi | Accredi | Summ | Page'
| | cation? | tation? | ary?

Turkcel!  Security Turkish : . g 6
and
Pri

<=2

T.tm

cperates
Avea Security Turkish, . « » 1
and Engiish

Privacy

lysis of Privacy Policies (TR)
A

\ hlr Information Turkcell | Vodafone | Avea
I Practices ‘
Implementation

" Collectica LimRtation
Use Limitation
I ata quatity
1 Purpose Specfication
I Security Safeguards y
Openness
_ )

I

A
&

[ndida! Participation

t
E Accountability




IS PRivacy
SELF-REGULATION WORKING
N the
ONLINE BEMAVIORAL ADVERTISING
INDUSTRY?

A Privacy Policy Analysis

Condice Mok
Pvacy Podey. Law & Yoteuingy
T O Watton & Protvascr Locvn 7. Craner & Va8 240 &

NAl Code
of Conduct




Enhanced
P3P-Enabled
Search Engine

habled search
> deployment research

Damon Smith
' ‘ 15508 Privacy Policy, Law, and
D ms b P, Sorcrg ey Do nd rgerision s Technology
_ . | "
o :
W s
ﬁ GOL)gle
N o 5
Cache Query

ustom ‘AA‘].pyK.

\ ol gl

* P3P policy cache as a research tool
» Use special queries:
—p3p:<website> display cached policy
—p3pstat: stats about policies in cache
« Total policy count
+ Percent deployment
* Multiple policies/site count
—appel:<ruleset> test policies against rule set
* Percent matching policy

IR

Caching
(= 208

Caching ‘:e.,_‘>
Daemon

- Google API allows 1000
+ Let users input their ¢




Instant Messenger Privacy
Concerns & Remedies

Ryan Mahon
rmahon@andrew.cmu.edu

)

(il

e ‘”Jil
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Preventing Presence
Exposure
* Focus: AIM, YIM, & WinMessenger
* Three Main Problems (all solvable):
~Poor Default Privacy Settings
- Lack of Granularity in Configurations
~~No Notice of Presence Viewing

33

Concerns

> ‘!j
* Exposed Information * Exposed To
—Conversations IMSP
—Social Networks ISP
-Internet Presences Snoopers

Private Conversations With

Peer-To-Peer Infrastructure

* Content-Addressable Networks: Overlay
network by Ratnasamy et al. [2001]

¢ Crowds: Anonymity tool by Reiter and
Rubin [1999]

» Advantages: Decentralized, Better
Latency-Privacy Tradeoff

* Disadvantages: Interoperability,
Misbehavior-Detection

Default Privacy Settings

— WinMessenger (Top Left)
—YIM (Bottom Left)
—AIM (Bottom Right)

Private Conversations With B
Existing Architecture

* Chaum’s Mix Nets [1981]

* Onion Routing via other IM Clients

* Advantages: Interoperability, Privacy

IMSP, ISP, snoopers

— Cannot tell what is being said

— Cannot tell who is being spoken to

Disadvantages: Latency, Centralization

AE F-J K-P QT U-Z

@ @/@ o non
7000 - i
K-Pv . . . . {2 No intermediary

can tell where
message started

Conclusions

» Future Work
—Implementation of Architectures
—Evaluation: Fault Tolerance, Latency
—Examination of Legal and Ethical Issues

« Privacy in Current Popular Instant:

Message Systems is Poor, But



@ What is Spyware?

@ Examples of Spyware

= Pop-ups

= Activity trackers

= Information Theft

= Routing HTTP requests
= Recording Key-logging

s Dialers

‘ How Does it Get On My
g Computer?

e oy —

*Bonn Buady —_— -

“Pop-up Ofers Gagused _ et

Windows dailog

Spyware: Are You
Really Protected?

@ Anti-Spyware Tools

s Which One Is Best? £ e

s How to Choose?

e mm—

K
|
|
|

~

@ Procedure for Testing

Stant with a Clean Drive
Download KaZaa
Download a Anti-Spyware Too

RUN Spyware SCan  pee—
v

@ Results

@ Which Should You Use?

Windows Users Best Bets Are:

Microsoft Anti-Spyware Beta

2 Webroot Spyware Sweeper
PCTools Spyware Doctor

s Max Secure Spyware Detector
NoAdware
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What is PIP anyway? 1 |

Pathat Ar Petvacs Prefeceaces Privacy Label Editor @ New Approach ;
; 5 . A Graphical Editing Tool

oyl

\\ A stimple, graphieal, 5'
webebased ool for creating Pap s g

WA ’ . ' %

) e E y policies [« '
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Privacy Policies on the Web Today | ""“l"""“'l""““' PAP Pollcy b Traditional Tools =

: : ! Confusing?
: e

"3P - a standardized descnption of prvacy policees
{ 1ifthe PIP policy for a website Tt
i 11f the P3P policy for a website is created

neor y

»an 1P o
( ¢'s I 3 WMSTOUS
nconsistencies with its pravacy policy
sual represent f
)

Why are P3P and the | [ SimpleGraphtalSELONty Using the Privacy Label Editor
Privacy Label Editor needed? T 775

P3F ! npti f

e

Privacy Label Editor - visual representation for
viewing and editing P3P poli




o — - -
A Survey and Review of Privacy-Related Extensions for Mozilla Firefox
|
” ’
Asron J, Couch

! identity theft 1+
unwanted marketing. ar
be left alone are the qreat

ke
f

iy Machs olf crous site seripting

extensions for M
reloted Ilmcnonullly

Cmtamiretion wt advemiod
ol oted deveingens

Increasing owareness of evtens

Firefox extensions offer 4 ey
Top Recommendations.

Addlock Pan

Ghostery

BetterPrivocy

TrockMeNot

any of the NTTPS enforcing extensions

* Aot of sewh tevy

A note on proxy enobling extendions
Backaro
Sackground o for Braks

Firefox has seen growing adoption, e yex . e
o beowner ot JLSN marketshare .
e . - i - - > . 3y LN M vt
fingerpent a5 . RSN el X LA L 22y

o IC N aggrepeting Mrowning dota ¢
mowiedoe AhOUt usens’ online activities

1 personal intecesty

e Myt

Evaluation
o privecy-related extensions wil be addressed

HTTPS Enforcing Extensions
Arte imrori gt e sinn A g
*h’m‘ -hre Lany
o Bogeet fog feemure o




Solutions for the Survival of Fair Use

Krwiadge
Community Support

Promotion of Alternative Methods and Tecre opies

Original Works

Sampling

Derivative

Transformative

Sampling

Music Lifecycle

17
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LResuit [l Conclusion & Future Work |
* Choice of transfer channel: \Nhy Improve the accuracy of distance of devi
audio? S0 as to analyze the position of people wil

Encoding and decoding information

A . the device

Evaluate the usable privacy of the notifica
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| ICY ANALYSIS
Evaluating the Comfort, Readability and Importance

Chaiwut Chaianuchittrakul
Carnegie Mellon University -

B 1N TRODUCTION

Information Networking Institute

CROWDSOURCING PRIVACY POLICY EVALUATION 8
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It 1s a big challenge

THINK ALOUD PROTOCOL [ SEGMENT COMPARISON Il ELO RANKING ALGORITHN ‘
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Anonymous Dislike:
Users® Reaction to Anonymous Peer Reviews in Social Networks

Pranshu Kalvani Chao Pan
pok@andrew.cmu.edu chaop@andrew.cmu.edu

- Results (contd.) ‘
System Architecture

Replies to Inappropnate Posts
: \
O ANONYINOUS COm

m|dentified = Anonymous

B xxxx;

| . improve privacy were taken Challenges & Future Work

Individual's Idenuficanon of Inappropnate Due t

Posts

We have

n Am

have created an ;

ogle Chrome ad

k changing 1

Jarly our extenston st

nd DOM regu

Presence of Inappropriate Posts

s to dithiculte

m Prefer Help Den't Want Help 1 i
i conducting a user shuady.

Getting large groups that provide n ul data 1s one of the
other sizeable challenge we face |
We mtend on adding more features o« ystem 1o make o
more informanve. A repx dashboard is at the top of this list
Jimiting the anonymous post content Via peer 1eview o

natural language processing 1s i ther feature we intend on

5405 adding |
Ihere is still a lot more work possible, i this area.

1Gly Agree

ly Agree

Disagree Self Realisation Other's Help
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stration of financial companies’ privacy practices

Demon \ . »

aBank (pl3 jicieng Tin Carnegie |
Privacy - 5000 Fobres Ave, Pittsburgh, PA :

alpl

- -Mwwmmmuanm
Have you ever wonder Do they share your personal info? lots of time to read.
how your banks deal with with whom? for what?
ﬂ ORdounmehbmmd &Ic compare privacy practices across different
WHAT?
Sk , ; Rate, Review, and Share

The Pro;ect is to design a website that g
allows users to search , compare, and review You can rate and review a bank after you
financial companies privacy policy.. search it. You can also share the search

results on Facebook.

Our Focus is not noly on the main
features, but also on communication and
presentation.

£ MAIN FEATURES:

Search

Our database includes 729 financial
companies info across the United States.

Are your banks selling
your info?

Client

Web
Browser

HML |
css Database

IS

Scan and Check out
our website!




Camnegie Mellon University
-

1. Background 2 Cnts - Avenbit ’ 1 T 3 g L -
Srount 2. Software A itecture 4. Theoretical Framework 6. Implementation
: Soltware architecture Graph theory architecture description language (ADL)

+ 2000:

architectural styles

Bl T Acme

L AcmeStudio

5. Example

3. Conceptual Overview .
. Key idea: |

Why is this a hard problem?

Why does this make sense?

with a privacy statement




Digital Enhancement of the Female Figure:
Harmful Fallacy of Perfection or Fair Marketing Tool?

Issue

Ethics
Background

L44ddddddd
Frresseree
Frrerryy
.....

.........

.........

Experiments Concerning
Women and Advertising

Conclusion

Enhancement
Programs

Sources

Nicods Mayward  Apell 26, 1007 "
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Privacy Software Development: Tracl
()8-533/()8-733/l()—()()8/()5-8'1 8 Privacy P
Chunye Du, Sally Lee, Majeed Alibrahim, Rahul Yadav

Browser trackers are everywhere. But what do we actually know about them? With ide
project to make a browser extension that would more intuitively show and
to these trackers. Our plan was to take each key feature of each e

Xisting extensions and incorpor.

= == ,
: ?Ez%}:em = v | e S
= :..__.. [ ‘

- [fig.4] Tracker Analyzer list of trackers of www.enn.com.
[fig.1] Ghostery results of wyww.cnn.com and detailed page of Chartbeat. ‘

| TRACKER
‘ ’ ANALYZER

Lightbeam

¢ Ughtbeam

® Disconnect
@ Lightbeam

[fig:2] Lightbeam results after visiting different sites. @ Ghostery

Visualization }
- ¢ Tracker Analyzer |
Disconnect ‘ |
DISCONNECT DIgCQNNE(::T T ’ ’ ‘ ‘ {
Intuitive i
CTr— ' ’ : . Detailed
— s L
' References

[fig3] Disconnect results for wyw.cnn.com. List view and tracker map. Ghostery: About Gl :

as behind Ghostery, Lightbeam
analyze trackers so that users ¢

8 8 |
er Analyzer

olicy, Law, and Technology

and Disconnect, we started our
an clearly control the flow of information

ate them into our own extension for Chrome.

Method:

1) Researched all source codes of all extensions.

2) Attempted to merge Disconnect’s map with
Ghostery’s detailed tracker information as a
sidebar.

3) This turned out to be a problem because
there is no centralized database of all the
trackers; each has its own,

4) Tried again with just Disconnect.

5) Modify the code and change around
javascript to display tracker information we
obtained from Disconnect’s database in the
source code.

6) After figuring out the data structures of each
tracker, javascript code was written to
display the details as a sidebar.

7) Tweaked the code and CSS to adjust the
design and the layout.

Results:

[.  Analyzing trackers found to be difficult due
to lack of standardized database of trackers.

II. Finding the relationship between the sites
with first-party/third-party tracker was also
difficult due to lack of information on each
tracker.

In order to protect the Internet users’ privacy,
there is a dire need of a centralized database
that keeps track of trackers.







A Spoonful of Sugar? The Impact of Guidance and
Feedback on Password-Creation Behavior

Richard Shay, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor, Alain Forget,
Saranga Komanduri, Michelle L. Mazurek, William Melicher, Sean M. Segreti, Blase Ur

* Websites provide requirements feedback and multi-
step password creation to help users make
passwords under strict requirements

» Do feedback and guidance help users make
passwords? Are the passwords still as secure?
What kind of feedback works best?

Base w/ Feedback

Guided Password Creation

onthe

Methodology

* Online MTurk study with 6,435 participants

» Password made with different feedback conditions

* Recall password after 5 minutes and in 3 days

* Metrics include password cracking, user sentiment,
and attempts to create / recall

Guiding and inserting
random characters
both reduce final
password strength

Percent Guessed
8
&

3
®

0% oe—o—au

How requirements are presented to
users is important.

Creation Difficult Creation Annoying

base
base-rt
blacklist
blacklist-rt
base-plain
pattern
pattern-rt
quide

insert

0% 100%0%
M Strongly agree Ml Agree Neutral Disagree [l Strongly disagree

3
38

%

Feedback helps users create secure passwords
with fewer errors and improved sentiment

Carnegie Mellon University

CylLab

This research was supported in part by NSF grants DGE-0903659 and CNS-1116776, and by a gift from Microsoft Research
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Measuring Password Guessability for an Entire University

Michelle L. Mazurek, Saranga Komanduri, Timothy Vidas, Lujo Bauer,
Nicolas Christin, Lorrie Faith Cranor, Patrick Gage Kelley, Richard Shay, and Blase Ur

Studying real passwords Analysis approach

» Password research is plentiful, but usually » Access plaintext passwords only indirectly
based on leaked data (unreliable) or « Compare to leaked sets, online survey sets
experimental data (artificial) « Measure guessability using modified Weir

» We studied 25,000 high-value CMU passwords cracking algorithm [1,2]

» Strong safeguards to protect users  Survival analysis to correlate demographic,

* Required: Upper, lower, digit, symbol, dictionary behavior, sentiment factors with guessability

check, length 8

Computer science passwords: 1.5x  ** wmos - Digits and symbols least
stronger than business school o namons €ffective at the end of
a0% passwords; uppercase least
60% S P effective at the beginning
50% Al?‘;cy ‘é’)
Humanities E 10% Digits Symbols Uppercase
20% c‘s”c'};’::i' gjess numbewrg 1E10 1E13 ig j 3 2
% 20% / E 5 3 2 '
3 Users who said creating a "; 2 , !
: password was annoying: g2 ! . I | "
a ¥ =
s umber” 1e10 Te13 1.5x weaker Beginning B Middle End B Spread
Results — Comparing password sets
609 | Limited-knowledge 60% Extensive-knowledge ggg;nnl:as .
" Online surveys are more

50%

" cmuactive  consistently similar to real
MTc p8p;\ y

‘CSDNcomj
Faow 0% Voomp8 CMU passwords than
€ 20% 20% leaked password sets are,
£ 1% 0% both in guessability and
& D%IEA 1€7 110 1E13 0%154 1€7 1E10 1E13 CompOSItlon
Guess number
Online compa8 studies:
MTsim, MTcomp8, e o Digts Symbols Uppercase
s o} ] j ) ]
Leaked plaintext sets:\ loied = . " =
Rockyou, CSDN, Yahoo! epeome " = : >
Leaked cracked sets: oo |- - - -
Gawker, Stratfor /;"712225 — - - -
Paper survey: SVcomp8 MTbasicis - - e -

Other online studies: ot S A B S e e et tone

MTbasic8, MTdictionary8
Carnegie Mellon Universit

[1]P. G. Kelley, S. Komanduri, M. L. Mazurek, R. Shay, T. Vidas, L. Bauer, N. Christin, L. F. Cranor, and J. Lopez, “Guess again (and again and again): e} " y

Measuring password strength by simulating password-cracking algorithms,” in Proc. IEEE S&P, 2012.
[2] M. Weir, S. Aggarwal, B. D. Medeiros, and B. Glodek, “Password cracking using probabilistic context-free grammars,” in Proc. IEEE S&P, 2009 y a
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Poster creation

* Have poster draft ready to discuss In class
on Tuesday

* [f you want Abby to print it on SCS poster
printer, emall it to her by 9 pm Tuesday

— Alternatively, you can print it yourself at Kinkos
or other CMU printer

— Or you can print on 8.5x11 paper
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