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Today’s agenda
•  Quiz
•  Projects
•  Homework discussion
•  Privacy policies
•  Comparing your policy annotations
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Project proposals due on 
Thursday
•  Title

•  Names and email addresses of all team members

•  Project description (what you will do -- 1 to 3 paragraphs)

•  Background and motivation (why this is an interesting and important 
area -- about 1 paragraph)

•  Literature review or related work section with at least three sources for 
every member of your team, including at least two conference or 
journal papers and at least two news articles 

•  Schedule (including who will do what)

•  Writing quality will be taken into account in your grade

•  Email your project proposal as a PDF file to privacy-homework
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Project teams
•  All project teams should have regular 

meetings scheduled and should be 
checking in regularly (but briefly) with your 
advisor

•  Everyone on the team needs to pitch in, do 
not leave it to one person

•  Do not leave project work to the last minute
•  Get your IRB protocols submitted ASAP
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Homework 5
2. Based on your smartphone or other mobile device that can collect your 
location, do the following

1.  Identify the operating system and make of your device
2.  Describe how your device provides notice about location collection.
3.  Describe how the device provides choice about whether the location is 

collected.
4.  Describe why or why not notice and choice is effective on your device.
5.  Describe how your own benefits or risks from location tracking match or 

differ from those described in the reading by Tsai et. al

3. Pick a social networking service or other online service with which you 
are familiar that raises privacy concerns. Discuss the types of privacy 
harm that may be caused by this service, as well as the reasons that 
the service may be popular despite these potential harms.
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Why privacy policies can be 
hard to read and understand
•  Very long
•  Lots of fluff
•  Lack of headings or structure
•  Hedging terms, exceptions
•  References to other parts of the policy
•  Silent on important points (e.g. purpose)
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The 1-page privacy policy?
•  Video: https://www.youtube.com/watch?v=2MdQa87fqnw

•  The 1-page policy: http://www.avg.com/us-en/privacy
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Do you share my data?
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Comparing policy annotations
•  Go to https://crowd.isri.cmu.edu/

•  Login with your credentials, select Visualize, select batch
–  CMU_reddit.com  - bhecht, schande1, hdayanid
–  CMU_reference.com - pemamina, vkalanji, arnabk
–  CMU_walmart.com - ludil, jxliao, shanshaz
–  CMU_mlb.mlb.com  - xzheng2,  lieyongz, dspaniel
–  CMU_washingtonpost.com - afcastil, scunning, udirim
–  CMU_taylorswift.com - hflahert, nmahal, zzong1
–  CMU_disneyprivacycenter.com - bvile, tmock

•  Discuss with your group
–  Where/why do your annotations differ?
–  What was clear and unclear about this policy?
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