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Writing a research paper
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Organizing a research paper
•  Decide up front what the point of your 

paper is and stay focused as you write
•  Once you have decided on the main point, 

pick a title
•  Start with an outline
•  Use multiple levels of headings (usually 2 or 

3)
•  Don’t ramble!
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Typical paper organization
•  Abstract - Short summary of paper

•  Introduction - Motivation (why this work is interesting/important, not your 
personal motivation)

•  Background and related work - Sometimes part of introduction, sometimes 
two sections

•  Methods - What you did; in a systems paper you may have system design 
and evaluation sections instead

•  Results - What you found out

•  Discussion/Conclusions - May include conclusions, future work, discussion of 
implications, etc.

•  References

•  Appendix - Stuff not essential to understanding the paper, but useful, 
especially to those trying to reproduce your results - data tables, proofs, 
survey forms, etc.
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Road map
•  Papers longer than a few pages  should have a “road map” so 

readers know where you are going

•  Road map usually comes at the end of the introduction

•  Tell them what you are going to say, then say it, (and then tell them 
what you said)

•  Examples
–  In the next section I introduce X and discuss related work. In Section 3 I 

describe my research methodology. In Section 4 I present results. In 
Section 5 I present conclusions and possible directions for future work.

–  Waldman et al, 2001: “This article presents an architecture for robust Web 
publishing systems. We describe nine design goals for such systems, 
review several existing systems, and take an in-depth look at Publius, a 
system that meets these design goals.”
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Use topic sentences
•  (Almost) every paragraph should have a topic sentence

–  Usually the first sentence
–  Sometimes the last sentence 
–  Topic sentence gives the main point of the paragraph

•  First paragraph of each section and subsection should 
give the main point of that section 

•  Examples from Waldman et al, 2001
–  In this section we attempt to abstract the particular implementation 

details and describe the underlying components and architecture 
of a censorship-resistant system.

–  Anonymous publications have been used to help bring about 
change throughout history.
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Avoid unsubstantiated claims
•  Provide evidence for every claim you make

–  Related work
–  Results of your own experiments

•  Conclusions should not come as a surprise
–  Analysis of related work, experimental results, etc. should support 

your conclusions
–  Conclusions should summarize, highlight, show relationships, raise 

questions for future work
–  Don’t introduce completely new ideas in discussion or conclusion 

section (other than ideas for future work) 
–  Don’t reach conclusions not supported by the rest of your paper
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Creating a research poster
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December 4 Poster Fair
•  During class in GHC 6115
•  32x40 inch foam core boards, 9x12 inch 

construction paper, glue sticks, and thumb 
tacks will be made available
– You can get them from Tiffany Todd 

ttodd@cs.cmu.edu in Wean 4114
•  Present your preliminary project results and 

get feedback you can use as you finish your 
paper
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Creating a research poster
•  Any word processor, drawing, or page design software will 

work
–  PowerPoint is well-suited for making posters

•  Design poster as single panel or modular units
–  Single panel posters 

•  Have a professional look (if well designed)
•  Should be printed on large format printers (SCS has one for student 

use, requires SCS account)
•  Other large printers on campus or local copy shops – some can also 

print on fabric
–  Modular units

•  Easier to design and transport
•  Print on letter paper (optionally, mounted on construction paper)
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Research poster content
•  Don’t try to present your whole paper

–  Convey the big picture
–  Don’t expect people to spend more than 3-5  minutes reading your poster
–  500 words, maximum (can be a lot shorter!)

•  Introduce problem, your approach, and results

•  Provide necessary background or glossary

•  A picture is worth 1000 words
–  Graphs, diagrams, etc.

•  Use bullets and sentence fragments, similar to making slides

•  Don’t forget to include title and author
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 Research poster design
•  Use a modular design
•  Each section of your poster can go in a box
•  Use a large, easy-to-read font
– Most text should be at least 20 point font
– No text less than 14 point font
– Headings should be larger and in bold

•  Use color consistently
•  Arrange elements for a sensible visual flow
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Presenting your research poster
•  Be prepared to give a 1-minute overview of your 

poster and answer questions

•  Let people read your poster without interrupting 
them

•  Consider bringing a laptop if you have software to 
demo or a video to show

•  Consider making handouts available with abstract, 
web URL for obtaining your paper, and your 
contact information
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Data breaches and identity 
theft
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Data breach
•  Personal data lost or stolen
– How?

•  Data breach may lead to identity theft (but 
not always, and not for all people involved)

•  Many states have notification statutes
•  What can organizations do to prevent?
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Identity theft
•  Fraudulent acquisition and use of a person’s identifying 

information, usually for financial gain

•  Range of offenses
–  Making purchases on someone else’s credit card
–  Opening credit in someone else’s name
–  Providing someone else’s identity to get a job
–  Providing someone else’s identity to avoid arrest, or to have 

someone else arrested

•  How it happens
–  Physical theft, phishing, malware, computer security breaches, 

acquaintances, hospitals and nursing homes, ….
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Data breach laws
•  First enacted in CA in 2002 – SB 1386

•  Most states in the US now have them
–  47 states, DC, Guam, Puerto Rico, Virgin Islands
–  Alabama, New Mexico, and South Dakota do not

•  Require notifying customers of PII data breaches

•  Who must comply, definitions of PII, definitions of breach, 
types of notification, exemptions, etc. vary

•  http://www.ncsl.org/research/telecommunications-and-
information-technology/security-breach-notification-
laws.aspx
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Pennsylvania Statutes 
Title 73: Trade and Commerce 
Chapter 43: Breach of Personal Information Notification Act 
Effective: June 20, 2006 
 
§ 2301. Short title. 
§ 2302. Definitions. 
§ 2303. Notification of Breach. 
§ 2304. Exceptions. 
§ 2305. Notification to Consumer Reporting Agencies. 
§ 2306. Preemption. 
§ 2307. Notice exemption. 
§ 2308. Civil relief. 
§ 2329. Applicability. 
 
§ 2301. Short title. This act shall be known and may be cited as the Breach of Personal 
Information Notification Act. 
 
§ 2302. Definitions. The following words and phrases when used in this act shall have the 
meanings given to them in this section unless the context clearly indicates otherwise: 
 
"Breach of the security of the system." The unauthorized access and acquisition of 
computerized data that materially compromises the security or confidentiality of personal 
information maintained by the entity as part of a database of personal information regarding 
multiple individuals and that causes or the entity reasonably believes has caused or will cause 
loss or injury to any resident of this Commonwealth. Good faith acquisition of personal 
information by an employee or agent of the entity for the purposes of the entity is not a breach of 
the security of the system if the personal information is not used for a purpose other than the 
lawful purpose of the entity and is not subject to further unauthorized disclosure. 
 
"Business." A sole proprietorship, partnership, corporation, association or other group, however 
organized and whether or not organized to operate at a profit, including a financial institution 
organized, chartered or holding a license or authorization certificate under the laws of this 
Commonwealth, any other state, the United States or any other country, or the parent or the 
subsidiary of a financial institution. The term includes an entity that destroys records. 
 
"Encryption." The use of an algorithmic process to transform data into a form in which there is 
a low probability of assigning meaning without use of a confidential process or key. 
 
"Entity." A State agency, a political subdivision of the Commonwealth or an individual or a 
business doing business in this Commonwealth. 
 
"Individual." A natural person. 
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"Notice." May be provided by any of the following methods of notification: 
  
 (1) Written notice to the last known home address for the individual. 
  
 (2) Telephonic notice, if the customer can be reasonably expected to receive it and the 
 notice is given in a clear and conspicuous manner, describes the incident in general terms 
 and verifies personal information but does not require the customer to provide personal 
 information and the customer is provided with a telephone number to call or Internet 
 website to visit for further information or assistance. 
 
 (3) E-mail notice, if a prior business relationship exists and the person or entity has a 
 valid e-mail address for the individual. 
 
 (4) (i) Substitute notice, if the entity demonstrates one of the following: 
   (A) The cost of providing notice would exceed $100,000. 
   (B) The affected class of subject persons to be notified exceeds 175,000. 
   (C) The entity does not have sufficient contact information. 
 
  (ii) Substitute notice shall consist of all of the following: 
   (A) E-mail notice when the entity has an e-mail address for the subject  
   persons. 
   (B) Conspicuous posting of the notice on the entity's Internet website if  
   the entity maintains one. 
   (C) Notification to major Statewide media. 
 
"Personal information." 
 (1) An individual's first name or first initial and last name in combination with and linked 
 to any one or more of the following data elements when the data elements are not 
 encrypted or redacted: 
  (i) Social Security number. 
  (ii) Driver's license number or a State identification card number issued in lieu of  
  a driver's license. 
  (iii) Financial account number, credit or debit card number, in combination with  
  any required security code, access code or password that would permit access to  
  an individual's financial account. 
 
 (2) The term does not include publicly available information that is lawfully made  
 available to the general public from Federal, State or local government records. 
 
"Records." Any material, regardless of the physical form, on which information is recorded or 
preserved by any means, including in written or spoken words, graphically depicted, printed or 
electromagnetically transmitted. The term does not include publicly available directories 
containing information an individual has voluntarily consented to have publicly disseminated or 
listed, such as name, address or telephone number. 
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"Redact." The term includes, but is not limited to, alteration or truncation such that no more 
than the last four digits of a Social Security number, driver's license number, State identification 
card number or account number is accessible as part of the data. 
 
"State agency." Any agency, board, commission, authority or department of the 
Commonwealth and the General Assembly. 
 
§ 2303. General rule.  
 
(a) General rule.--An entity that maintains, stores or manages computerized data that includes 
personal information shall provide notice of any breach of the security of the system following 
discovery of the breach of the security of the system to any resident of this Commonwealth 
whose unencrypted and unredacted personal information was or is reasonably believed to have 
been accessed and acquired by an unauthorized person. Except as provided in section 4 [FN1] or 
in order to take any measures necessary to determine the scope of the breach and to restore the 
reasonable integrity of the data system, the notice shall be made without unreasonable delay. For 
the purpose of this section, a resident of this Commonwealth may be determined to be an 
individual whose principal mailing address, as reflected in the computerized data which is 
maintained, stored or managed by the entity, is in this Commonwealth. 
 
(b) Encrypted information.--An entity must provide notice of the breach if encrypted 
information is accessed and acquired in an unencrypted form, if the security breach is linked to a 
breach of the security of the encryption or if the security breach involves a person with access to 
the encryption key. 
 
(c) Vendor notification.--A vendor that maintains, stores or manages computerized data on 
behalf of another entity shall provide notice of any breach of the security system following 
discovery by the vendor to the entity on whose behalf the vendor maintains, stores or manages 
the data. The entity shall be responsible for making the determinations and discharging any 
remaining duties under this act. 
 
§ 2304. Exceptions. The notification required by this act may be delayed if a law enforcement 
agency determines and advises the entity in writing specifically referencing this section that the 
notification will impede a criminal or civil investigation. The notification required by this act 
shall be made after the law enforcement agency determines that it will not compromise the 
investigation or national or homeland security. 
 
§ 2305. Notification to Consumer Reporting Agencies. When an entity provides notification 
under this act to more than 1,000 persons at one time, the entity shall also notify, without 
unreasonable delay, all consumer reporting agencies that compile and maintain files on 
consumers on a nationwide basis, as defined in section 603 of the Fair Credit Reporting Act 
(Public Law 91-508, 15 U.S.C. § 1681a), of the timing, distribution and number of notices. 
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