Carnegie
Mellon
University

Cylab

L ocation tracking Fngineering &
Public Policy

L orrie Faith Cranor
October 8, 2013

8-633/ 8-733/ 19-608 / 95-818:
Privacy Policy, Law, and Technology




Outline

* Locating Technologies

 Location Risk/Benefit Survey

 |ocation-Sharing Applications and Privacy
Controls

| ocaccino

* How private can location data be”




Locating Technologies




Global Positioning System
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IP Location

P D IR ' | A :

Location of my IP address
72.204 154 191:
New Orleans in United States.
Click for big IP address image.




Locating Technologies

o Platforms

— Laptop computers
— Mobile phones

« Applications
— Advertising/Marketing

* Location-based advertising
— Information services

 Directions
* Find the nearest ...
» Local weather, local events
— People finding
* Meet new friends, play games, socialize
» Coordination
* Monitor kids, employees, elderly




Location Risk/Benefit Survey




Method

» Conducted April 2008, n = 587

 Provided list of use scenarios

— Rate the likelihood of scenario
— Rate the magnitude of harm or benetfits

 Ranked each risk/benefit

Expected Utility = Likelihood * Magnitude
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Location-Sharing Applications

* Not very useful

* People are concerned about their privacy

* Risks outweigh benetfits
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Benefit Scenarios

Perceived Benefits
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Risk Scenarios

Perceived Risks
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Location-Sharing Applications
and Privacy Controls




Privacy features

* Most current location sharing services allow
sharing to be either on or off, per person

* Many have a “make me invisible feature” (e.g.
Loopt and Brightkite)

« Some have the ability to limit by location
granularity (e.g. Google Latitude and FirekEagle)

« Commercial services don’t have fine-grained
privacy controls or ability to see who is
tracking your location
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Loopt privacy settings

Janice
Edit Profile

Search | Settings | Logout
Hey! Click here to update and share what you're up to!

s Your shared location will be here

Home | Friends | Journal | Messages

Settings
Privacy Settings
Text & Email Alerts
Loopt Link
| Twitter
] Facebook

Journal Widget

B Journal Feed (RSS)

My Account
Edit My Profile
Change Password

Delete My Account

Privacy Settings J
P

Profile Privacy
Choose who can see your profile information. Your friends can always see your entire profile.
Entire Profile: (O My Friends and Their Friends
(*) My Friends Only

Location Privacy

Choose who can see your location with the settings below.

Who can find me? (O Nobody
(*) Some Friends

| want to block my location from...
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Loopt privacy settings

— Search | Settings | Logout

Janice Hey! Click here to update and share what you're up to!
‘ : : to Edit Profile | # Your shared location will be here

lgl Home | Friends | Journal | Messages

Settings Privacy Settings J

Privacy Settings 7

Text & Email Alerts Profile Privacy

LOOPELINK T

[3 - Choose who can see your profile information. Your friends can always see your entire profile.

3 Facebook Location Privacy

Journal Widget A

£ Joumal Feed (RSS) Choose who can see your location with the settings below.
My Account

R Who can find me? (O Nobody

Change Password () Some Friends

Delete My Account

TWalIt 1O DIOCR My 1ocation rom...
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Google Lattitude privacy
settings

Edit Delete Share | Th

Google Latitude
Friends Add friends Privac street, city, state, zip Set location ) « Q » Help
Your location is manually set X
E Lowe Janice Tsai - view profile » =
Janice Tsai - view profile » | Herrs Island’ -2¥%T€NcE  Pittsburgh, PA 0 min ago D
i : rimer
6 Pittsburgh, PA 0 min ago L Troy Hill
h27 7 Homewoad ol
aw profile | © Polish Hill 1 v " - Homewood fac
) N?|S Beckman - View proiie » \ East < I Q\Q“\o" e N4 S B s VVest North
Pittsburgh, PA 9 mins ago Allegheny o 3 P\
N http://www.mustachepgh.com/ CIN= gaum Bl 7 "‘02‘;"‘[}?00 Cast Hills
B ) <>0u
Paul Hankes Drielsma - view profile » = : AR
i i SE ha T
Fre_nch Polynesia 41 days ago \579 ) i Non.h\ e
| wish! ) e 1Squirrel pe eny
¥ ) X 1 "y
. @y University of | — ooe S il North % \-‘5& ® Ave
A Aaron W. Dobbs - view profile » 7 Terrace Pinsburéh AE & | A WK =2
Unknown Location oS @ Village ‘.é'o# Carnegie Mellon % 2 o Wilkinsburg (\OF“E
v W 9 : p = A
Unproductively productivist ‘ A g 7 Y 3 e B 2
_ tsburgh " fhasste stnave L ERTARY Schenely, Park 7 @5 popett B
B Alexandre Mateus - view profile » ~ e Golf Course)/" 2 l
; § Unknown Location ' @ Penn LNSCE- T T & Schenly S }‘; )
7:30 and | am still working...... ¥ 1 IR T=nRark 5 Squirrel| Firick Park Edgewood '
River, TR < A Renent
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Google Lattitude privacy
settings
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Google Lattitude privacy

settings

Friends Add friends Privacy

Set location

L - -
Location sharing

- Detect your location Learn more
Your location is updated automatically

= Set your location
Manually select a location on the map

- Hide your location
Friends can not see your location

Wilkinsburg

Edgewocod
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Location-Sharing Applications

* Reviewed 89 Applications in August 2009

Date of
Privacy

| aunch

Policy

Privacy Gontrols

mmediately Accessible Privacy Settings
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Privacy Overview

* [ypes of Applications

— Open: Requested by anyone (52)
— Closed: Requested by friends only (29)

Category Yes No Unknown | Not Applicable
Privacy Policy 66% 34%
Privacy Controls 76% 17% 1% 6%

Accessible Privacy

[0) (o) (o) (o)
Settings 17% 75% 2% 6%




Types of Restrictions

Google Latitude

J Fr|ends Oﬂly (494%) Friends Add friends Privacy

Patrick Gage Kelley

° Granularlty (‘I ‘] 2%) patrickgage@gmail.com

Pittsburgh, PA 20 days ago

 Blacklist (15.7%) | s
Sharing options

° | nV|S| ble (33 . 7 %) (*) Share best available location

(0 Share only city level location
(0 Hide location from this friend

« Return to friends list

% of applications
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Types of Restriction bmmsamis

HeyWAY Pro

Jennifer requests your location:
How far away are you? Dinner's

* Per-Request (2.25%) —_—
* Time-Expiring (2.25%)

Close Reply
Create TrackMe

Please specify a message, destination and duration for this TrackMe.

Whoever you send this TrackMe to will be able to track you
for this amount of time.

The message and destination are optional.

Message  Pittsburgh, PA

Destination Address 5000 Forbes Ave. Pittsburgh, PA

Duration l 15 Minutes v |

| OK | | Cancel |
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Most Frequent Controls

* Friends Only (49.4%)
* Invisible (33.7%)

% of applications
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Privacy Controls

* Frequency of Restrictions

# Applications

Restrictions Per Application

30

23

15

8

0

|IIII-
o 1 2 3 4 5

# Rules
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Best ways to mitigate the greatest
expected risks

Blacklist (16%)
Granularity (12%)

Group-based rules (12%)

Location-based rules (1%)

Time-based rules (1%)

% of applications
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Recommendations for

developers

* Need for more expressive privacy controls
IN most applications

* Providing expressive controls could reduce
CONCErnNS

* Developers must balance expressiveness
and user burden
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Recommendations for users

« Understand why you want to use location-
sharing application (social, coordination,
etc.)

* Find application well-suited to your needs
« Configure privacy controls

* Avoid public posting of your location with
your real name
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Locaccino

-t | > |G| A | A | | + | htp://www.locaccino.org/ ¢ | (Qr Google

A User-Controllable Location-Sharing Tool

Welcome to Locaccino. Our location-centered social application allows you to share your location with your friends. Whether they are
checking to see if your flight landed safely, planning a Friday night outing, or just wondering if you are in the office to grab coffee, Locaccino is
there to help you share!

[ Start Locaccino J

Privacy Controls
Locaccino is the only location-sharing system that gives you “...we all should have the right to draw the
precision control over who can see your location. While most curtain when we want.”

location-based systems only allow you to list which of your

contacts should or shouldn’t be able to see your location, our

privacy settings allow you to create rules as simple or complex as —Stephen Baker

you want them to be! "

~

AN
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Locaccino - Location Sharing

| 4| » | |§y A | Al + [Entps://www.locaccino.org/pf2/f/frontend/login.jsp

¢ | (Qr Google

Locaccino is a location sharing application that lets you:

> Securely share your location with selected friends and family in your Facebook
network

> Specify the people, places and times when you want to share your location.
With Locaccino, allowing your co-workers to see your location only from 8AM -
5PMis a snap

> See a complete history of people who requested your location

> No need to check-in to your favorite spots! Locaccino gives you continuous and
live updating of your location on your smartphone or on your laptop computer

& =5 W LOCACCINO

f Facebook Login

No login button? Click here

4 »
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06 Locaccino - Location Sharing
A | |G A | A |+ {https://www.locaccino.org/pf2/f/frontend/index.jsp

( Q~ Google
¢ | (Qr Googl
Location Who can
sharing see me? ? A I N
settings
Onyourphone Onyourlaptop Invite friends Help Logout
5th Ave University s ° O <
My location 5th Ave ce L
2 Warwlck““a % % E & ¢
o] 701 P § PR = R
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Locaccino - Location Sharing

| <[> | E LA | A |+ [https://www.locaccino.org/pf2/f/frontend/settings.jsp?page=settings

¢ | (Qr Google

Who saw
me?

Who can
see me?

Location

sharing
settings

On your phone

On your laptop

Location sharing rules

CUPS students

CUPS students (Kursat, Joanna and 8 others) can see your location wherever you are, on weekdays
between 8:00 am and 7:00 pm

Chuck
Chuck can see your location wherever you are, at all times

Locaccino team

Locaccino team (Jason, Paul and 11 others) can see your location wherever you are, on weekdays
between 7:00 am and 6:00 pm

colleagues

Faculty (David, Erica and 26 others) can see your location wherever you are, on weekdays between
8:00 am and 6:00 pm

on campus
All your friends can see your location when you are at Some place, at all times

seattle
Seattle friends (Stuart, Helen and 2 others) can see your location when you are at seattle, at all times

LOCACCINO

Invite friends Help Logout
Edit % Delete
Edit % Delete
Edit % Delete
Edit % Delete
Edit % Delete
Edit % Delete

~
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000 Locaccino - Location Sharing

[ <> | [E] [ A I A | [+ ‘https://www.locaccino.org/pfz/f/frontend/settings.jsp?page=settings

¢ W (Qr Google

Cancel| |Save changes

Rule name )gout
Loca m Who can see my location?

CUP{ You currently do not share your location with any fri Add friends
CUP{ . — 2lete
betwe Where can they see my location?

e.g. my friends can see my location only when | am at the "Carnegie Mellon University campus"
Chuc @ Ican be located in all locations () | can be located in these locations... slete
Chuc

m When can they see my location?
Loca ) ;

(® 1 can be located all the time ) | can be located part of the time... slet
Locac slele
betwe
Cancel| |Save changes
colle:
Facul slete \
8:00:
oo slete
All yo
seatt| slete -
Seattl A
v
Loading “https://waww.locaccino.org/pf2/f/frontend/settings.jsp?page=settings”, completed 317 of 323 items A
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Locaccino - Location Sharing

< | > | 1G]] A | All+ ’https://www.locaccino.org/pf2/f/frontend/settings.jsp?page=settings ¢ | (Qr Google

Add all friends Add individual friends Search %

[ All my friends M L
Abigail Abigale Aditi Adrian
] Daken Marcus Pendharka Perrig
- Add Facebook Networks
Loca N O Aleecia -
() Carnegie Mellon Ak Aka M. l Fex plex
CuP{ | ~ . McDonald Berg Foee
M M
- — 4 Amber — .
betwe Alma Amrita j Amy
Add Locaccino Friend Lists Whitten 22::<;cn:an ‘ Jain : Bruckman
Chuc V' CUPS students (10) edit -
Chuc - . . B g::nh);a | Andrea Anind Anna
[ Locaccino team (13) edit Federrgnean Matwyshyi ; Dey Gilbert
Lo () Extended family (9) edit - = - -
4 \ Anna ‘ el B Annie Anupam
(] Locaccino demo (3) edit X Maria ., Antonowic.
batwe (3) ) ooia | Toth Antén 3 Datta
[[) Seattle friends (4) edit
colle: ) . , Ari . Avi
8:00¢ - -
+ New Friend List @’ _ Cla_d
Barry | Bekah , Beki Ben
o " Steinhardt ¥ Hurlbert Grinter Streeter
ce !
All yo
Cancel | |Update Rule
seatt

Loading “https://www.locaccino.org/pf2/f/frontend/settings.jsp?page=settings”, completed 317 of 319 items
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Locaccino - Location Sharing

| <|» | IEI A | A | [ + [https://www.locaccino.org/pfz/f/frontend/settings.jsp?page=settings

(v 1 (Qr Google

Rule Editing

Cancel| [Save changes

Rule name CUPS students joout
Loca m Who can see my location?
CUP¢ Add friends
betwe . students *
.\ /1.-1-* Where can they see my location?
Chuc |Where | y see my L
Chuc €-9- my friends can see my location only when | am at the "Carnegie Mellon University campus” i
(® 1 can be located in all locations () | can be located in these locations...
Loca
\\l1.-11 When can they see my location? slete
() 1 can be located all the time () | can be located part of the time...
collei ()Sun #Mon VTue ~Wed ™Thu WFri () Sat
slete \/
From: 8:00 am To: 7:00 pm () All day
Save changes
:: ce slete
yo
;eatt:: slete -
ea A
Loading “https://waww.locaccino.org/pf2/f/frontend/settings.jsp?page=settings”, completed 316 of 318 items A
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000 Locaccino - Location Sharing
[ 4| > | \ﬁ] [ A I A \ [+ ‘https://www.locaccino.org/pfz/f/frontend/settings.jsp?page=settings C} (Q~ Google )

Rule Editing
Cancel| |Save changes
Rule name on campus jgout
Loca m Who can see my location?
CUP¢ Add friends
CUPS A slete
betwe f riends x
\)'l1.-1- Where can they see my location?
Chuc ©-9- my friends can see my location only when | am at the "Carnegie Mellon University campus Slete
() |1 can be located in all locations (*) | can be located in these locations...
Loca -
Loca Add Location Lot
betwe
Some place Remove | Edit
colle: '
acul slete \
8:08
Zﬂ €& 1, Wivea.can they see my location? slete
yo
(® 1 can be located all the time ) T'can be located part of the time...
seattl |Cancel| |Save changes slete
Seatt| o
A
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Elz] [ A l A] [+ Ihttps://www.locaccino.org/pf2/f/frontend/settings.jsp?page=settings

Locaccino - Location Sharing

C] CQ' Google

\ J

Rule Editing
\
Cancel IE Location name: Some place
I : " )gout
Rule name | Find address| | My Location
\ , =
Loca [ Who TS N BT iy il
cup: |Add friends “ S5 = 3 o
) L === e Q ' %
CUP¢ ' Herron Hils /- Ao & . » ‘ slete
betwe fionds [t S G §% 5 D\ Sk
| Hill \ Athletic f | i £ Lc’nh;mm
Chud Ml Whel | Fields , ~ squmle'?f* ‘
o Soldlers -~ A
) - 7 Beeler St H||N thi slete
nd Sail =) il No
Chuc eg.lmy frlben?s : FFnzgeraId yd Mae’:noﬂaalll:"'sal « \ {
can be loc ield House = b 3
NN
SRS A
Loca "Add Locatior Pregg;‘:nan Tm‘?&' . 3;, %
Locac |ACC —ocamon West) | N\ il § Ls—-F 2lete
“:Oakland v- 2
| e ‘P# AN ] 5 Squimel Hil
colle: 2rsityof i ; HHosm'ofUPmc L %gtzfrég::tg = \'ﬁ i '
sburgh | { &
Facul =, @57. 1= ﬁ\& - g 2lete \J
8:00 e ersiy @ 00§ || Click to place the a 'aﬁ%ﬁ?ﬁoeoogb Tofgs of Use]
’ 08 a
Cancel| |Save
\
on ez [ITEL] When Slete
All yo
() | can be loCaweu an ure ume ©r 1 Gan DE UGAEU Partur uie urne.
seattl |Cancel| |Save changes 2lete -
Seattl A
v
A
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Locaccino - Location Sharing

| €| » | ‘E‘ LA | A | I 4= [https://www.locaccino.org/pfz/f/frontend/whocanview.jsp?page=whocanview

¢ | (Q~ Google

Location Who can Who saw

sharing see me? me?
settings

LOCACCINO

Change privacy settings

Friends who can locate me right now

? &

Chuck Cranor Lorrie Cranor

Onyourphone Onyourlaptop Invite friends

Friends who cannot locate me right now

L
-

&
)

-

Ben Streeter Joshua Sunshine Hazel Mary

nd
=
3

®

reg Norcie Linda Francona Linda Little

- 4-’
e

[ TECH

Ziv Zipano

Earl Crane

Help Logout

Mike Cronin David Pierpont Dena Tsamitis
[ =gy | Ny
» =
_ LIt
3 . 2 3
Norman Sadeh Serge Egelman Eran Toch
.
Sally Yanagihara Janice Tsai Megan Spence Kursat Ozenc 3
RIS T | ™I pe— 1
V
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Locaccino - Location Sharing

| 4| » | ig\ A | A ? - r [https://www.locaccino.org/pfz/f/frontend/audit.jsp?page=audit (v | (Qr Google

Location Who can Who saw

sharing see me? me?

- LOCACCINO

: — . "—"5,‘_‘..,0
l S bod B

Show records from:
[ Last 7 days

Onyourphone Onyourlaptop Invite friends Help Logout

- Your friend used Locaccino to The request was allowed by your settings. =+ Select this f you are dissatisfied with the
3) request your location. . ) outcome, for example when you wish Locaccino
- The request was denied by your settings. didn't share your location.
* Your friend did not request or see
your location. This "what-f" request is You were offiine at the time of the request. +2| Select this if you are satisfied with the outcome.
intended to help you understand what your o )
current settings allow. m Yourwere in invisible mode at the time of the request. % Select this f you were not at this location at the
given time.
Who and When Type Where was |? Outcome Feedback
Kami Vaniea
. See ma SIHERS
Fri, Oct 15, 6:49 PM ( P)
Janice Tsai r— Carnegie Mellon University, Resnik House .
Fri, Oct 15, 5:13 PM o (See map) =l || =
Norman Sadeh Real Carnegie Mellon University, Smith Hall
Fri, Oct 15, 8:42 AM e (See map)

Linda Little
Fri, Oct 15, 7:05 AM

5432 Northumberland St, Pittsburgh, PA
15217 (See map)

Wang Kai Jimmy 5432 Northumberland St, Pittsburgh, PA

i
S
IR NEEE

41

Fri, Oct 15, 7:05 AM 15217 (See map) SR

‘?i , Norman Sadeh rr— 5439 Northumberland St, Pittsburgh, PA .
: . Fri, Oct 15, 6:31 AM at 15217 (See map) ol || = -~
,’ Patrick Kelley grvweprn | 5424 Northumberland St, Pittsburgh, PA ==y~ v
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Locaccino - Location Sharing

<[> ] @ I A I A] [+ ‘https://www.locaccino.org/pfz/f/frontend/audix.jsp?page=audit

¢ ] (Qr Google

Show records from:
| Last 7 days 4

Norman requested your location at 8:39 AM on Friday when you
were at Carnegie Mellon University, Smith Hall. Your location

Imore St

You indicated that you were happy with this.

fArtY .
FOWERED BY

sharing settings the request. orbes Ave, ‘
/
eV 4

"
'}

g
Camegie

mgm 0 GABRYEE

Why did you want Norman to see your location?

satisfied with the
you wish Locaccino

isfied with the outcome.

bt at this location at the

5 Help Logout

./
> | want Norman to know where to meet me.
> | want Norman to know that | am in a safe location.
v ) o |Feedback
Kami v > | want Norman to know the locations | go to and activities | do.
ami
Fri,Oct. > This is not a sensitive location. | do not mind sharing it with A1 |
" _ Norman.
- Janice L (=11
D Fri,Oct  » |don't mind if Norman knows where | am at this time of day. L
i : Norma , There is no particular reason, | just didn't mind sharing my b= x
| Fri, Oct location with Norman.
u gi“g‘;tl > None of these. Please answer below: b | =] x
Fri, Oct P[5 *
?.{' ' S » Close without saving feedback s x
' Fri, Oct g ’ RELE -
. Patrick Kelley T 5424 Northumberland St, Pittsburgh, PA [ . v
Y
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Locaccino - Location Sharing

| <[> | ;E‘ A | A |+ [https://www.locaccino.org/pf2/f/frontend/download.jsp?page=down|oad

¢ | (Qr Google

Location Who can

sharing see me?
settings

-+« Downloading the Locator

Download Locaccino for your laptop computer:

=<1 Installing the Locator

e Double click on the Locaccino Locator
installer to start the installation.

¢ Loaccino requires your computer
password in order to complete the
installation process. We do not store or
use this password for anything else.

=1 -7 After the installation

Onyour phone { Onyourlaptop

Mac OS X | Windows Vista / Windows 7 | Windows XP

Locaccino_macos_

= | m |m o |3~

LOCACCINO

Invite friends Help Logout

¥ DEVICES
-} Macintosh HD

|

» SHARED
¥ PLACES
3 Desktop
N eran
v}\ Applications

|

Locaccino Locator Installer

__ Locaccino_macos_

1 item, Zero KB available

-«
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Locaccino - Location Sharing

| <[> | ;E‘ A | Al + [https://www.locaccino.org/pfz/f/frontend/mobile.jsp?page=mobile ¢ | (Qr Google

Location Who can Who saw

sharing see me? me?

settings

Username and password

Choose a user name and password for your mobile Locaccino client. You can always
change it later in this page.

Username:

Password:

LOCACCINO

Onyour phone )} Onyourlaptop Invite friends Help Logout

a0 for your phone

Locaccino is available for Symbian and Android
phones. First find Locaccino by following the
instructions below, and then use your phone username
and password to login to Locaccino.

Android phones

Search for 'locaccino' on the Android
Market.

Get additional instructions for
Locaccino on Android.

For optimum performance and battery life, we recommend that
you enable wi-fi on your phone.

Symbian phones

Search for 'locaccino’ on the OVI
store.

Get additional instructions for
Locaccino on Symbian.

-«
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How private can location data
be”?

46




Limits on anonymizing location
data

* Why is it difficult to anonymize location
data?

* How unique is location data?

« Strategies for using location data more
anonymously

— Example: monitoring highway traffic flow

47
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