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Location-Sharing Applications
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Motivation
 What exactly are peopleʼs privacy 

concerns?
 Are these location-sharing applications 

addressing these concerns?
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Objectives
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 Conduct a risk/benefit survey
– Determine userʼs specific concerns

 Evaluated existing location-sharing 
applications
– Evaluate privacy controls
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Outline
 Locating Technologies
 Location Risk/Benefit Survey
 Location-Sharing Applications
 Addressing Perceived Risks
 Conclusion

6



CyLab Usable Privacy and Security Laboratory       

Locating Technologies
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Global Positioning System
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WiFi Positioning
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Cellular Triangulation
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IP Location
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Locating Technologies
 Platforms
– Laptop computers
–Mobile phones

 Applications
– Advertising/Marketing
– Information services
– Friend-finding
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Industry Guidelines
 CTIA Best Practices
–User Notice:
• Information use, disclosure, protection 

–Consent: 
•Choice of information disclosure to 

third parties 
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Location Risk/Benefit Survey
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Method
 Conducted April 2008, n = 587
 Provided list of use scenarios
– Rate the likelihood of scenario
– Rate the magnitude of harm or benefits

 Ranked each risk/benefit

    Expected Utility = Likelihood * Magnitude
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Location-Sharing Applications
 Not very useful
 People are concerned about their privacy
 Risks outweigh benefits
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Benefit Scenarios
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Risk Scenarios
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Location-Sharing Applications
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Location-Sharing Applications
 Reviewed 89 Applications
– Date of Launch
– Privacy Policy
– Privacy Controls
– Immediately Accessible Privacy Settings
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Privacy Overview
 Types of Applications
– Open: Requested by anyone (52)
– Closed: Requested by friends only (29)

23

Category Yes No Unknown
Not 

Applicable

Privacy Policy

Privacy Controls

Accessible 
Privacy Settings

66% 34% - -

76% 17% 1% 6%

17% 75% 2% 6%
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Types of Restrictions
 Friends Only (49.4%)
 Granularity (11.2%)
 Blacklist (15.7%)
 Invisible (33.7%)

24

% of applications
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Types of Restrictions
 Per-Request (2.25%)
 Time-Expiring (2.25%)
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Most Frequent Controls
 Friends Only (49.4%)
 Invisible (33.7%)
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Privacy Controls
 Frequency of Restrictions
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Addressing Perceived Risks

29



CyLab Usable Privacy and Security Laboratory       

Privacy Controls
 Best mitigate the greatest expected risks
– Blacklist (16%)
– Granularity (12%)
– Group-based rules (12%)
– Location-based rules (1%)
– Time-based rules (1%)
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Conclusions
 Industry guidelines do not address privacy 

concerns
 Systems lack expressive privacy controls
 No one application fully addresses the 

largest risks
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Recommendations
 Providing expressive controls could reduce 

concerns
 Developers must balance expressiveness 

and user burden 
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